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1 Test plan SNC (Secure Network Communications)

Secure Network Communications (SNC) is a layer in the SAP R/3 software to integrate and
interface to third party security software that conforms td3&eeric Security Service API

Version 2 (GSSAPI v2) specification.This standard is being developed in the Internet
Engineering Task Force (IETF), an international standardizations body. Through SNC, strong
authentication, itegrity protectiorand confidentiality services of external security products

can be used by thaistributed components of the SAP R/3 Software to protect their network
communication.

To guarantee the interoperability of external security products with the SAP Software the
external product has to be certified for the-BRC interfaceby SAP’sIntegraion &
Certification CentefICC). This document describes the certification tests that have to be
passed by a security product to receive theIMLC certificate.

For general information about SNC functionalitgase check the Service Marketplace under
http://service.sap.com/securify Securityin Detail > Secure System Management

For more information about the BENC certification go to the Web page
http://sdn.sap.com/sdn/icc.sdn?page=network_security.htm

1.1 Test objective

The BGSNC certification tests cover installation and configuration of the security product
together with SAP Software client and server components. After installatid configuration,

the test analyses the runtirhehaviorof the third party security software, simulating the
behaviorof SAP Software components that use the SNC layer. Additionally, the standalone
GSSTEST test tool collects statistical data on thtime performance of individual GS&PI

function calls, on the characteristics and attributes of names, credentials and security contexts.

The return values of all API calls are checked for conformance to theABB® Standard.
Furthermore, the conforance to certain SABpecific constraints on parameter values, token

sizes and runtimbehavioris verified. Besides the functional test, GSSTEST simulates

common configuration and usage errors caused by misspelled names for credential owners and
for secuity context targets and logs the obserbetiaviorinto the output protocol.

To further validate the interoperability with the SAP Software components secure connections
and sessions have to be gptand used for the SAPgui (SAP Graphical User Interf&ieg,
(Remote Function Call) and remote printing with the SAPIpd.

1.2 Test environment

The BGSNC certification procedure requires the following preconfigured hardware and
software.

Provided by SAP:

e A currentMicrosoft Windows Server
running a SAP R/3 systerof release 4.0B or above oWéeb Application Servefbelow
always Web Application Server)

e Two PCs with different Microsoft Windows operating systemith a locd SAP front end
installation

SAP AG1.13 4
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*  The GS&API test tool "GSSTEST" for B&NC certification, precopiled for the
hardware platforms from above.

It is necessary that the hostnames of all these machiné® canrectly resolved via DNS.
When DHCP is used, this will require the use of B8 vers that will be dynamically updated
from the DHCP server. tfynamic update of DNS with the DHCP information is not available
or not configured, static IP addresses and static DNS entries will have to be used.

Provided byenda:

» The third party security software to be examined for interoperability with SAP Software
components through the BENC interface supporting the hardware platforms
from above.

e Any installation and configuration tools required as part of the security product’s
infrastructure.

« Preinstalled SAP R/3 application seredérrelease 4.0B or above oMéeb Application
Server, as well agdnt end installation and security product installations on additional
hardware other than the above (either bring to SAP certification site-site certification
at vendor or gstomer site).

1.3 Test scenario overview

The interoperability of the third party security software and SAP Software components over the
BC-SNCInterface are tested by the following steps and scenarios:

» Installation and configuration of the third party security software on the\SAP
Application Srver.

» Installation and configuration of the third party security software on thef8#Pend
computes.

« Examination of shared library supplied by the third party security software with the
standalone test tool GSSTEST on application server anddnaithachines.

» Configuring/enabling the third party security software for\tieb Application ®rver (R/3
and security product settings).

» Configuring/enabling the third party security software for$#d>front end components
(SAPlogon, SAPgui, SAPIpd, rfcinfofcexec).

» Testing SNGName retrieval via SAPlogon for starting SAPguis directly and with load
balancing.

e Testing secure R/3 access with SAPgui.
e Testing secure printing with SAPIpd.

e Testing secure RFC connections in different scenarios using sapinftcarec:

SAP AG1.13 5



w Test Plan for Secure Network Communications (BC-SNC)

2 The test procedure
This chapter describes details of the test procedure; required steps and actions.

2.1 Preparing the environment

Before the certifications tests can be performed the test environment has topaset
follows:

2.1.1 Application server
Ingtallation and configuration of a8BAP Web Application &ver with SNC disabled.
Dialog Workprocesses>= 2
Spool Process: 1

2.1.2 Front end

Installation and configuration of@urrent SAP rfontend running ortwo differentWindows
machineswith the components/A2logon, SAPgui, SAPIpd and the RFC SDK.

‘Add or remove one or more SAP Frdand component(s)ising the SAP FrorEnd
Configuration Wizard

Select fronthe component lisat least
* SAP GUI
» SAP GUI with SAP Logon
» Shortcut to SAPIpd
» Development Tools
» RFC DK Libraries

2.1.3 SAP system administration
Use transactio®U01 User Maintenance to create tw@AP User Accounts:
SNCTEST1 Logon data-> User type: Dialog
SNCTEST?2 Logon data-> User type: Dialog

Use transactio®MLG CCMS: Maintain Logon Groups to defne two logon groups:
PUBLIC  containingWeb Application &rvers that permit insecure logon

SNC containing the WeBpplication Srver that will be configured for SNC
logon

In the case of a standalone Web Application Server, both groups will point torieessaver.

2.1.4 Functional test of the conventional (insecure) environment
Start the R/3 application server. Watch the console output and trace files (if required) to verify
the successful establishment of the connection to the database and the corredttbiatusrni
and spool processes.
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w Test Plan for Secure Network Communications (BC-SNC)

Start SAPlogon and configure an entry to logon to the R/3 test system. Launch a SAPgui and
logon to the R/3 test system with the SNCTEST1 and SNCTEST?2 users using the conventional
passworebased mechanism.

2.2 Installing the security product on the application server
Complete any steps required to install the security product on the application server.

A Web Application Srver requires initiating and accepting credentiathreferringto the
same iéntity/name for its operati If either of both types of these credentials are slivzt
(several hours or a few days), the procedure for automatic credentials refresh must be
documented in the test report.

2.3 Installing the security product on the front end machines
Complete any sts required to install the security product on the fesrd machines.

Most components of the SARPhtend require only the default initiating credentials for
operation andor connecting t8AP-Systems. SAPIpd requires the availability of accepting
crecentials, and gsstest requires availability of both, initiating and accepting credentials,
however, these are *not* required to refer to the same identity/name.

2.4 GSSTEST on the Web Application Server

Start the GSSTEST tool on the application server and geabie path to the security product
library which contains the GSS API v2 functions and SNC adapter.

gsstest -l <drive>:\path\to\your\snclib.dll
-a <target_name>
- p appserv - nt.log

The parametera is optional. You only need it if the default cemtial cannot be used as an
accepting credential. In this case, the target narttee name for the accepting credential.

If the security product offers special configuration or usage options that will affect the
operation of GSSTEST at the G®®!I level,these must be documented in the test report.
Examples of such options are: use of softwarehardwarébased authentication, possibility to
configure different cryptographic algorithms for confidentiality and integrity for
GSS_C_DEFAULT_QOP.

Save/Ar chive the output protocdl appserv-nt.log" created by the GSSTEST tool and
interpret its contents according to Section 3. ,Reading the Output Protocol of GSSTEST".

2.5 GSSTEST on the front end machines

Start the GSSTEST tool on the fremd machine and provide tpath to the security product
library which contains the GSS API v2 functions and SNC adapter.

gsstest -l <drive>:\path\to\your\snclib.dll
-a <target_nanme>
-p frontend - xx.log

If the security product offers special configuration or usage opti@isntll affect the
operation of GSSTEST at the G®®I level, these must locumented in the test report.
Examples of such options are: use of softwarehardwarebased authentication, possibility to
configure different cryptographic algorithms for didlentiality and integrity for
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GSS_C_DEFAULT_QOP.

Run GSSTEST additionally on both frontend platforms once without valid credentials.
Although this will cause GSSTEST to abort prematurely, we need the resulting log file with the
error messages that indieahe absence of valid credentials.

Save/Ar chive the output protocd! frontend-xx.log" created by the GSSTEST tool and
interpret its contents according to Section 3. ,Reading the Output Protocol of GSSTEST".

2.6 Enabling SNC on the Web Application Server

Shutdown theWeb Application ServerAdd the following SNGspecific parameters to the
instance profile of the application server:

snc/enable =1

snc/gssapi_lib = <drive>:\path\to\your\snclib.dll
snc/identity/as = <SNC- Nane_of R/ 3_AppServer>
snc/d ata_ protection/max =3

snc/data_prodection/min =1

snc/data_protection/use =9

snc/accept_insecure_gui =
snc/accept_insecure_rfc =
snc/accept_insecure_cpic =
snc/r3int_rfc_secure =
snc/r3int_rfc_qop =
snc/permit_insecure_start =

Start up the R/3 application servérthere are problems with the startup of SNC, they will be
logged in the filedev_wO0, which is located in thesork directory of the Web Application
Server (e.g. under WindowsDRI VE>: \ usr\ sap\ <SI D>\ <i nst ance>\ wor k)

Logon to the R/3 test system, usecount SNCTEST1 using the conventional passwaskd
mechanism. Use SAP transact®d01 now to enter the SN@ame of the users SNCTEST1
and SNCTEST2, matching the names of the client credentials that are used onttedso
Verify the new settings after savitigem;especiallyif the canonical names were actually
created (they are stored in the table USRACL).
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SAP.

--------- Edit Goto Information  Environment  Systerm Help

B dH @ae BEE fanm

@ Measurement data | & References

User SMCTEST
Last changed by Qo an:@e Status  Not saved

Address k Logon data -1¥e k Defaults k FParameters k Roles h Prnﬂlesih mm

SHIC name piCh=snctest!, O=5AP-AG, C=DE |£| B
Lnsecure logon is allowed depending an the user {snefaccept_insecure_aui
Lnsecure communication permitted (user-specific)
SMNC data |
¥ Canonical name determined

[l ]]

| [> | CEB (1) (850) P2 pwo174 | INS -

2.7 Enabling SNC on the front end machines

Set the environment variable SNC_LIB to contain the path to theigeproduct library:

SNC LIB= <drive>:\path\to\your\snclib.dll

Windows NT:  Control Panet> System> Environment
Windows 2000: Control Panet> System> Advanced> Environmentvariables
WindowsXP: Control Pane> System> Advanced> Environmentvariables

2.8 SNC-Name retrieval via SAPlogon
Start SAPlogon.
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SAF Logon 620

Description | Logon |

3l CEB [AppServe]
5 CFE [SNO) | webguiLogon... |

>

| Propeties |
| Gowps.. |
| Sewer. |
| New... |
J | vl | Delste |
[For Help, press F1 |

Createtwo new entries as described in the next sections.

2.8.1 Server selection
Add a new entry for the test system using "Server Selection".

r Selection

SAP System

System Id SPz2 @

Dezcription

Message Server cpzp2

SAP Router for <MOME: e}

Generate list |

Servers

SPZ2_00, Dla UPD ENG BTC SP

LDl I[«]De]

| Logan | | Add | | LCancel |

| Add and Logon |

SelectAdd' and in the ‘New Entrydialog, open the 'Advaed Options' and configure the
SNC parameters.
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Advanced Options

SP2 [p36371]

Language preferences

Default codepage

Codepage no 1100

Language
[ ] Uricode OFF

Secure Metwork, preferences

Enable Secure Metwork Communication

@ SHC name

pCH=5FE, 0=5AF-AG, C=DE

() Buthentification
) Irkerity

() Enciyption

@ Max available

Connection speed

[ ] Lows speed connection

‘ Ok | | LCancel |

Since the SN&Name of the application server is distributed by the message server, it should

already appear in its field.Activate the checkbox to enable SNC and select 'Max. available' for
the messagerptection (it is the default).

2.8.2 Group Selection /"Load Balancing”

Add a new entry for th8AP test system using "Group Selection".
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Group selection

SAP Spstem
Suzterm |d AMS B

Description

Message Server izmowl3.mow, sap. corp

SAP Router for <MOME: g

Generate list |

Groups

(g PUBLIC

SME

({# SPACE

[fj zhcl

| Llegn ||  add || Concel |
| Add and Logon |

Select ‘Add’ andm the 'New Entry' dialog, open the 'Advanced Options' and configure the SNC
parameters.

Advanced Options

AMS [SHC]

Language preferences

Codepage no 1100

Language El
[ ] Unicode OFF

Secure Metwork preferences

Enable Secure Metwark, Communication

% SHC name

p:CM=AMS, 0=54P, OU=Test

() Authentification
(1 Integrity

() Encryption

@) Max. available

Connection speed

[] Low speed connection

| ] 8 ‘ | LCancel |
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When usig Logon Groups instead of Server Selectitba,actuabpplication server is

dynamically selectelly the message servatrthe time of login. Since generathe SNC

names for the different application server in the same logon gvitiugliffer, the SNCname of

the selected application server has to be provided by the message server at the time of login as
well. For this reason, you cannot define the SNC name in the dialog aboveedisdct forit is

grayed out.Activate the checkbox to enable SNC artést 'Max. available' for the message
protection (it is the default).

SAP AG1.13
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2.9 Secure system access with SAPgui

First, verify that you have valid client credentials available for one of the accounts SNCTEST1
and SNCTEST2 that you have created in &8 SAP system administration and assigned to
externally authenticated SNiames in ste@.6 Enabling SNC on the Web Application Server .

If the user was externally authenticated, the system will try to map your externally
authenticated name to an account in the Web Application Séfrtleere is no user account

matching you externally authenticated naptben your logon request will be dediwith an

error message in the status bar at the bottom of the SAPgui wilfidbere is exactly one

account matching this name, no logon screen is displayed and you are logged on automatically.

Log on tothe Web Application Servatia the SAPLogon entrgreated by server selectiand
open some extra winée using the menu pati®y/stem = Create Session”.

Open the Status window on every new vawdusing the menu patl8ystem 2 Satus...". This
opens a hew window displaying the system status. Udshige data you can see the user
account name as well as the SNC name.

Close the first two windows identified by (1) and (2) in the window status bar, leftmost field,
just behind the name of tI®AP-System.

Open two more windows using the menu p&ystem->Create Session” and request the status
window using menu patt8ystem->Satus..." again.

Log on again- this time using the SAPLogon entry created by group seleetidrile the old
session is still running and sele@dntinue with this logon and end any othegdns in

system. The open windows from the previous session should all disappear. The old SAPgui
will terminate andh new onewill be started with the initial SAP Easy Access screen.
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2.10 Secure printing with SAPIpd

2.10.1 Configuring SAPIpd at the frontend PCs

Besides the procedure in Secti@tv: "Enabling SNC on the fromnd machinés secure

printing via SAPIpd requires additional configuration. SAPIpd operates as a standalone server
and a security aaext acceptor at the G| level, so it requires its own accepting

credentials independent of the credentials of the user that may be working at the PC.

SAPIpd reads SNGpecific from the *.iniFile "SAPLPD.INI" that will be searched in the
Windows diretory. If this file does not exist or does not contain a section [snc] with the entry
"enable=1", SAPIpd will also search "WIN.IN(also to be found in the Windows directory)

for SNGspecific information.

Sample SAPIpd configuration in SAPLPD.INI (or WINI):

[snc]

enable=1

identity/lpd= <SNC- Nane_of _sapl pd>
gssapi_lib=<drive>: \pat h\to\your\snclib.dll

The line with "gssapi_lib=" can be omitted when the environment variable SNC_LIB is
configured to be globally visible to all processes.

SAPIpd will alwaystry to acquire its accepting credentials by specifying the explicit name from
the configuration parameter "identity/Ipd". The thpdrty security product may require
additional configuration and setup changes to prosajmrateiccepting credentials ®APIpd

that will not interfere with credentials of interactive users, who may be independently using
secure SAPgui with this PC.

B 5 aplpd.log - SAPLPD =] B

Fle Protocol Opton:  Debug  Language  Help

[8:23:27 PM] lcon DLL loaded. =
[B:23:27 PM]
[8:23:27 PM] Network Communication via SAP-NiLib
[8:23:27 PM] Hostname: p18509
[B:23:27 PM] IP Address: 155.56.94.135
[B:23:27 PM] TRACE: Snclnit]: Reading configuration from "WIMN.INI".
[B:23:27 PM] TRACE: Snclnit[]: Trying profile parameter "sncfgssapi_lib'" as a
gssapi library name: "D\sap\di\secude.dll'.
[8:23:28 PM] TRACE: File "DAsap\dilisecude.dll" dynamically loaded as G55-API w2 library.
[6:23:28 PM] TRACE: The internal Adapter for the loaded GS5-APl mechanism identifies as:
Internal SNC-Adapter [Rewv 1.0] to SECUDE 5{G55-API w2
[B8:23:28 PM] TRACE: Snclnit]]: found snclidentityflpd=p: CN=saplpd-p18509, 0=5SAP-AG, C=DE
[B:23:28 PM] TRACE: Snclnit[]: Accepting Credentials available, lifetime=3932h 1/m 48s
[B:23:28 PM] SAP Security Library initialized.
[B:23:28 PM)
[B8:23:28 PM] SAPLPD Yersion 4.08 for Windows{NT [OPT] is listening
[B:23:28 PM] Copyright @ 1992-1998 SAP AG =
[B:23:28 PM)

B o
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Start SAPIpd, select "OptiofsSecured Connection” from the menu and the following dialog
box will open:

Secured connection |
—SAP Security Library

" Do not use

Cancel |

% Usze if possible

= Usze always &dd new connection |

— Cuality of protection
O Autherticate sender
i~ Integrity protection of data

% Privacy protection of data

SelectUse if possible from the list for the SAP Security Library,

selectPrivacy protection of data from the list for Quality of protection,

Authorized connections

[ Accept every authenticated connection

— Authonized connection initiators

p:CH=q40.hpux, 0=54F-AG, C=DE

Delete |

— Last authenticated connection initiator

p:CH=q40. hpux, 0=5AF-AG, C=DE

Authorize

and press the buttohdd new connection to go ahead to the maintenance of the Access
Control List (ACL) of SAPIpd.

Enter the 8IC-name of the application server(s) that willtensferringprint jobs securely to
this SAPIpd into the fieldLast authenticated connection initiator and hit the button
Authorize to add this name into the list of authorized connection initiators.

Closethe dialog boxes again by hitting their OK buttplngt kee@SARpd running
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2.10.2 Configuring the secure printer output device within R/3

Create a new Printer with the transact®PAD ("Spool Administration") Press the Button for
"Output Devices,"click on the ‘pencil’ icon in order to switch to the change maahelclick on
the ‘paper’ icon tacreate a new output device (Printer):

You start on tab stripDeviceAttributes'’:

Edit

Extras  Uilities Help
afaH I €aQ SEEIDTE
Spool Administration: Qutput Device {Change)

& B 1 BFaRE B &

Qutput device SAPTpd SHC Shart name SHCE

Output device Goto System

|[«][»]

DeviceAtributes | HostSpoolAccMethod | Outputatiributes | Security | Trayinfo |

Device type POSTZ POST2 PS5 Iv2 150 Latinl R4.8A+0MLY el
Spoal senver pwdfOlr4 CEG 13 cpoekll
Cevice class Standard printer g

Autharization group

Model
Lacation
Message

[ ] Lock printer in SAP System

[4]
-]
4

| U | CEB (1) (860) P2l pwdm174 NS

Fill in the fieldsOutput device, Short name, Device type, andSpool Server. If the SAP
system consists of several application servers, tHeeliforSpool Server will show you all
application servers with a colanded background; only the ones with a running spool process
will be displayed with a green background.
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Go ahead to the netdb strip*HostSpool AccMethod' .

Output device  Edit Goto  Extras  Ulilities  Swstern Help
& 2@ CEQ I SEE DT E
Spooi Administration: Output Device {Change)
G| BD 1 BRoE| B &
Dutput device SAPTpd SHE Short name SMCE %
Devicesttributes HostSpooldccMethod k Cutput attributes k Security k Tray info |
Host spool access method S 5. Printusing SAP protocal e
Host printer _ default
Destination host 105071 E |
Status confirmation via palling
Do not query host spooler for output status
[4]
[~]
| DICEEU)(BED) pedi01 74 | INS

Select"S: Print using SAP Protocol" ithe fieldHost spool Access method andenterthe

name of theHost printer as well as the host name of the front end PC aBés¢ination
host.

Checkmark the optiorDo not query host spooler for output status’.
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You can skip the tab stridutput attributes’. The next important one isSécurity’:

Qutput device  Edit Goto  Extras  Wilities  Swstem Help
& A0 €O I EHE DT E
Spool Administration: Output Device (Change)
G | O 1 BRaE B &
Dutput device SAPTpd SHC Short name SHCE E
DeviceAttributes k HostSpoalAcchethod h Dutput attributes ' Security k Tray info |
Degree of security ¥ Authentication, integrity and privacy g
Backup mode R Only use secure transfer g
|dentity of the remote SAFIpd for the security system:
p:CH=saplpd-p105071, 0=SAP-AG, C=DE
[+]
[~]
| D[CEE{H{ESD} padf1 74 NS o

SelectAuthentication, integrity and privacy from the list of securitglegreedor the
SAPIpd connectiomdditional entry fields will ppear.

SelectOnly use secure transfer for the fieldBackup mode.

Enter the SN&Name of the credentials that SAPIpd on the frontend machine will be using for
accepting the connections.

Save the printer definition.

Return to the list of output devices ithe 'back’ arrow.
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2.10.3 Starting a print job

Make sure that saplpd is still running andate a print job by printing the list of output devices
usingthe ‘printer’ icon orthemenu path
"System 2> List 2 Print".

Edit

Dutput Goto

0 H @S D E B D e

Print Screen List

Continue | User-specific print parameters
Cutput device SAPIpd SMC
Humber of copies 1
Murmber of pages
@ Print all
' Print from page ] To ]

Spool request
Marme SAPMSPAD_SNC
Title

Authorization

Spool options Cover sheets

[v] Print immediately
[v] Delete after output

[ SAP cover page
[ OperSys cover page

Mew spool request Recipient SHNCTEST

Frint priority 5 hedium Department Member G-y
Spool retention per. B Dayis)

Archiving mode 1 Print only g

Print settings

Repart page £S5 Riws [] only text [IFaoter

Report width 132 Columns

Farmat ¥_65_132

b | CER (1) 350y b2l pwdfd174 NS

Select theDutput Device that you just cread with the F4selection or just enter its name

its short name

Checkmark the spool control opti®nint immediately. On newer Web Application Servers,
you first have to click ofProperties in order to be able to activate this optidsefieral

attributes 2 Time of printing: Print out immediately)

Submit the print request witbressingContinue.
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You can track status and progress of the print request with trans&&@h If an error occurs

on SAPIpd for any reason, processing of output requests fahthmutput device will be

suspended for several minuté@s. reactivate the processing of this output device immediately,
use transaction SPAD, select the output device from the list and open the definition for change.
You can now reactivate the output deviwith <CtrtF2> orvia the nenu 'Edit = Reactivate”.
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2.11 Testing Secure RFC-connections, front end to SAP (SAPINFO)

Create an RFC configuration file SAPRFC.INI. This file should either be located in the same
directory as the program executable, or ther@mment variable RFC_INI must be used to
specify the full path and filename to this file.

The following test procedure is using SAPINFO.EXE, which is contained iRFeESDK of
the frontend softwarelt can be foundn the directory

<drive>:\path\of\frontend\ SAPGUI \ RFCSDK\ Bl N\

To run this test, it may be preferable to copy the programs SAPINFO.EXE and RFCINFO.EXE,
the file LIBRFC32.DLL into sseparatnew directory and create the SAPRFC.INI file there.

2.11.1 RFC with specific application servers (RFC Type A)
An RFGdestination (Type A) in SAPRFC.INI is built with the following pattern:

DEST=<choose your_name>

TYPE=A

ASHOST=<hostname_of SAP_AppServer>
SYSNR=<system-nr_of SAP_system>

When using SNC, one must specify additional parameters:
SNC_MODE=1
SNC_PARTNERNANME=<SNC-Name_of SAP_AppServer>
SNC_LI B=<drive>:\path\to\your\snclib.dll

Here is a sample SAPRFC.INI with 3 destinations:

I* *
/* Type A: R/3 system - specific application server  */
[*== */

/* Conventional access */
DEST=Q40_hs0017
TYPE=A
ASHOST=hs0017
SYSNR=01

/* Access using SNC - protected communication */
DEST=snc_Q40 hs0017

TYPE=A

ASHOST=hs0017

SYSNR=01

SNC_MODE=1

SNC_PARTNERNAMEEN=0Q40.hpux, O=SAP - AG, C=DE
SNC_LIB=D:\ sap\dll \secude.dll

/* Tickle an SNC - error by specifying a wrong target name */
DEST=error_Q40_hs0017

TYPE=A

ASHOST=hs0017

SYSNR=01

SNC_MODE=1

SNC_PARTNERNAME=p:CN=error, O=SAP- AG, C=DE
SNC_LIB=D:\ sap\dll \secude.dll

Use this sample to create a SAPRFC.INI matching the R/3 test environment.
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Now run the SAPINFO program with each of the 3 destinations:

1. SAPINFO dest=Q40_hs0017
2. SAPINFO dest=snc_Q40 hs0017
3. SAPINFO dest=error_Q40_hs0017

The first two destinatins should succeed, the third destination should fail with an-ESikaG
(provided that the security product provides mutual authentication at théB58vel). The
third test/destination is primarily to check whether SNC is actually being used anagvorki

2.11.2 RFC with load-balancing (RFC Type B)

Load-balancing or "grouppogon” dynamically retrieves the target SM@me from the message
server. Logon groups can be defined within R/3 using transe8kitirG.

An RFGdestination (Type B) in SAPRFC.INI is builitlv the following pattern:

DEST=<choose your_name>

TYPE=B

R3NAME=<sid>

MBHOST=<hostname_of SAP_MessageServer>
GROUP=<name_of SAP_logon_group>

When using SNC, one must specify additional parameters:

SNC_MCDE=1
SNC_PARTNERNAME=p: unused
SNC_LI B=<drive>:\path\to\your\snclib.dll
where an SNC partner name has to be present even if it is not validated.

Here is a sample SAPRFC.INI with 2 destinations:

I* *
/* Type B: R/3 system - load balancing feature */
I* *

/* Conventional access */
DEST=Q40_PUBLIC
TYPE=B

R3NAME=Q40
MSHOST=hs0017
GROUP=public

/* Access using SNC - protected communication */
DEST=Q40_SNC

TYPE=B

R3NAME=Q40

MSHOST=hs0017

GROUP=SNC

SNC_MODE=1

SNC_PARTNERNAME=p:unused

SNC_LIB=D:\ sap\dll \secude.dll

Use this sample to create a SAPRFC.INI matching the R/3 test environment.
Now run the SAPINFO program with each of the 2 destinations:

1. SAPINFO dest=Q40_PUBLIC

2. SAPINFO de st=Q40_SNC

Traces of SN@elated activities can be enabled by setting the environment variable
CPIC_TRACE=2. A trace file starting with the letters "CPIC" will be written into the current
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directory for every new process/program that is started.
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2.12 Secure RFC-connections SAP to RFC-Server programs (RFCEXEC)

2.12.1 Start at front end

Log on to the R/&System using a secure framd.
Start transactioM59 to create a new RFC destination:

Help

2ld Eea@ DHE OADhOd

Dispiay and maintain RFC destinations

System

BEFC Edit Goto

ECreateé Change  Delete  Find

RFC destinations

Ri2 connections

Ri3 connections
Internal connections
Logical destinations
TCP{IF connections

Connections wia LBAP/4 driver E‘

[~]
[le]l | I[][»]

| U | CEB (1) (850) P2 pwd174 NS o

FEEEER

Hit the Create button.

Destination m information  Test  Systerm  Help
2@ @@ DHE fha
RFC Destination
Test connection
[+]
o [~]
RFC destination SMCTEST ]
Technical settings
Connection type T ety e ntry [w] Trace
I
Description
Testing ricexac with SNC]
[+]
[~]
| U | CEB (1) (850) ME pwdf0174 NS
Enter the name of the RFC destination "SNCTEST".
Ente the connection type "T" for "TCP/IP connection".
Checkmark th@race option.
25
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Enter a description into the description field.
Hit <Enter> on the keyboard.

RFC Destination SNCTEST

Technical settings
Caonnection type T TCRIP connection

Activation Type Registration Trace

Start on

Application server | | Explicit host | | Front-end workstation |

Front-end workstation

Frogram Eirfeexec

Secutity Options

SMC @) Actiy i nacty.

. DJcEs(®50 b pwdni7s

Select théActivation type buttonStart.

Select theart on buttonFront-end workstation.

Enterrfcexec including the path where it is located the name of the Program.

Go to the SNC Options undBestination = SNC-Options and save thensdect the radio
buttonActive for Security Options SNC.

Save the RFC destinatiasingthe save icon in the tdodr.

Hit the buttonTest connection.

SAP AG1.13 26



w Test Plan for Secure Network Communications (BC-SNC)

EH F C - Connection Test [_ (O
N

Lizt Edit Gata System  Help

v | Sl e e x| S#E aDo0]| 9
e
Contiection test SNCTEST
Connection type: TCPAIP connection
Logon: 563 msec
0 EBE: 32 msec
10 EE: 387 msec
Z0 EE: 74 mszec
a0 EE: 431 msec
=
| I

Q40 (1][004] | hsOO17 OWR | 0.02
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3 Reading the output protocol of GSSTEST

When the test of the security product completes, GSSTEST compiles an output summary on the

test results. At the end of that summary, a final rating is printed whether th#yspmduct

met the technical interoperability requirements for the SNC Interface in SAP R/3 during the

test. It will look similar to this one:

Passing all API result tests.
Passing all SAP constraints.

--- Passed --- SAP GSS - API v2 Test (builtin SNC - Adapter)

Mechanism ={136141694212}  MECH= SAPntlm SSO (NT4/Win95)
Nametype ={1361416942121} NT=GSS_SAP_NT_DOMAIN_USER

Max.

data protection level = 1 (Authentication only)

Hardware Pla  tform = Microsoft Windows NT 4.0 (Build 1381)

Besides the functionality of the security product according to the A8 Specification,

GSSTEST also verifies certain interoperability requirements with SNC / SAP R/3, indésated

SAP constraints.
For the BC-SNC certification, all APl and SAP constraints tests must be passed.
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